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CYBERSECURITY & BUSINESS CONTINUITY PROGRAMS   

The ongoing evaluation of The Bancorp’s internal and external operating environment is a 
vital component that contributes to the success of the bank and the security of our clients and 
partners.  Our teams of Information Security and Business Continuity specialists continuously 
work to identify potential threats and assess risks which may have an impact on our business 
operations.  

Cybersecurity Program 

We recognize that the secure transmission of confidential information over public networks 
and other mediums is a vital element of our business model, but presents associated risks. 
Accordingly, cybersecurity is a top priority of our operations.  We utilize a secure, multi-tiered 
architecture, using controls from a wide variety of security industry leaders, through which we 
provide financial products and services.  

Our comprehensive Cybersecurity Program is mapped to the National Institute of Standards 
and Technology (NIST) Cybersecurity Framework, the Center for Internet Security® (CIS) 
Critical Security Controls, the Federal Financial Institutions Examination Council (FFIEC) 
Cybersecurity Assessment Tool and relevant ISO standards.  

To further support our Cybersecurity Program, we also:  

§ Obtain annual PCI certification 

§ Employ highly experienced cybersecurity professionals who continuously evaluate, 
monitor, and test for potential threats and compliance under the direction of our Chief 
Information Security Officer  
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§ Regularly review and maintain The Bancorp’s standards to securely configure and 
administer firewalls, routers, databases, antivirus systems, wireless networks, remote 
access, and security logging and monitoring systems 

§ Establish program-level requirements to properly safeguard customer information in 
accordance with the requirements of the Gramm-Leach Bliley Act (GLBA)  

Business Continuity Program 

The Bancorp has implemented and continues to maintain a robust Business Continuity 
Program that aligns with our risk analysis and federal regulatory expectations. Ensuring the 
continuity of business operations is fundamental to the success of the bank and our business 
model.  Our collaboration with a wide range of business partners and service providers 
necessitates the need for strong business continuity controls principally focused on mission-
critical systems.  Because of the increased risks of climate-related disasters as well as other 
global events such as the worldwide pandemic, we remain focused on maintaining a strong 
business continuity program that adapts to changing and unforeseen circumstances in our 
business environment.   

Consistent with guidance issued by the FFIEC, our Business Continuity Program: 

§ Identifies critical business processes and their internal and external dependencies 

§ Performs risk assessments annually, identifying our most prominent concerns and 
events such as severe weather with the highest potential to disrupt business 

§ Defines and documents steps that can be taken to mitigate the impact if a disaster 
strikes 

§ Validates that services, systems or third parties can restore services in accordance with 
our requirements 


